Avoiding the One - Off Monster: Reusable SystemEngineering

Techniques

Joe Greco sol.net Network Services

<jgreco@ns.sol.net >

Abstract

Manymid - sized service providers maintain a number of UN IX - based server platforms on which to run various servi ces. Most of these are created as ’one - off’ engi neering projects, where an engineer sits down and desi gns the system in a somewhat arbitrar y fashion. While "fast " and "eas y" in the short term , such engineering practi ces ma ybe somewhat short - si ghted, and raise future support and upgrade issues.

Concepts presented will be oriented towards reducing unnecessar ychoices and creating a uni form desi gn paradi gm with an emphasis on reproducibilit y, and will cover hardware sel ection, hardware use, OS confi guratio n, application installation, securit y, maintenance, and upgrades.

Most of these techniques are applicable even in an environment of heterogeneous services.

Introduction

At one point or another, most syst em administrators have been faced with t he

Unkno wn Server That Just Broke. T ypicall y, a former emplo yee who is no longer with the compan y, who used an unfamiliar operati ng s ystem and ambiguous design goals, set up this server. The hardware m a ybe unusual, the applications a m yster y, and the action nee ded to correct the problem a complete unknown.

Having worked with UNIX based servers for many years, I have frequentl y run into this situation. Perhaps the worst of all m yexperiences involved a customer´s sickl y

Squid web - caching cluster, which had gain ed a reputation with the people supporting it as being a real headache. It was soon obvious why: during its life c ycl e, different engineers had each put together servers for the cluster. The servers had different t ypes of CPU, different quantities of me mory, di fferent hard drive confi gurations, different SCS I controllers, different network cards, different operating s ystems, different la youts, different versions of Squid, and in fact shared ver yfew things in common.

Squid is a particularl ytunable appl ication, and one that needs to be confi gured to make best use of availabl e resources. With so much variation in the cluster, and none of the machines trul ytuned to the optimum, performance problems were inevitable.

As a small UNIX consulting shop that o perates a l arge number of machines, sol.net had developed a number of system building tools over the years, and had rules - of - thumb for specif ying hardware for specific t ypes of server tasks. B ygeneralizing this framework to support a more formal server b uilding procedure for the customer, a new standard was devised that offered a large number of benefits.

The one - off problem is not a problem with a general solution. The focus of this paper is the decision making process that led to one particular soluti on to this problem. The decisions outlined in this paper ma yor ma ynot be appropriate in other environments, but the concepts ma ybe helpful in designing similar engineering techniques for other sites.

Other solutions can and do exist, and maywork just fine. One common approach is the ^Golden Master~ approach, where one central repositor ymaintains a fil esystem image that is distributed to each server. This suffers from a number of drawbacks: it requires that a l arge central repositor ybe maintained, that there be suffici ent bandwidth to it to do an install, that there be an im age for the task at hand, t hat no crackers break into the repositoryand as a result install backdoors on all your servers, that the actual servers not have their files set with a ^schg~ read - onl yflag if you want to be able to do updates, that the issue of actuall ysetting up an application to begin with must still be handled, etc. Cor Bosman just gave an excellent talk prior to this one on that ver ysubject. However, there ar e benefits to having a small and portable set of scripts: a flopp yand a standard FreeBSD CD are all that is needed in order to install a FreeBSD server using the techniques described here. There is a certain amount of risk with the level of dependence t hat a Golden Master approach requires.

Hardware Selection

Selecting appropriat e hardware for a server is always a tedious task. The numerous questions of ^SCS Ivs. IDE~, how man ydrives and of what size, how much memor y, what speed CPU, and all sorts of other questions typicall ycause servers to be built in a one - off fashion. This has negative repercussions, including the inabilit yt o economicall ymaintain spare ^read y - to - go~ standbyservers, maintaining a large inventoryof spare parts, and significa nt lead time when ordering new equipment.

As it turns out, a wide variet yof server needs can be filled with a smaller selection of standardized hardware. This maynot completel yeliminate the need for one - off servers, but can result in a significant red uction.

Studying the existing requirements of the customer, it became readil yapparent that there were three primar yclasses of servers: small servers, requiring little in terms of disk, memory, and CPU; midrange servers, requiring good drives, more memo ry, and a fast CPU; and high - end servers, requiring even more memor yand dual fast CPU´s.

In all cases, the servers were standardized to be SCS I, with removable drive modules, a dual Fast Ethernet card, and a flopp y. The hardware was selected based on kn own compatibilit ywith a wide range of operating s yst ems.

B ystandardizing at this level, numerous desi gn decisions were completel yeliminated and compatibilit ywas assured. A number of other benefits became apparent over time, as well: since all the har dware pl atforms were compatible with each other, upgrading from a slow m achine to a faster machine could be trivialized into a chassis swap, unplugging the drives from the old machine and inserting them into a new one;

and replacing a failed server hardwar e platform was simpl ya matter of having one of each class of server sitting in a staging area, boxed and read yto go.

Due to the nature of the PC hardware m arket, it was impossible to keep the machines

100% identical, since pri ce fluctuations and vendor availabilit ytended to cause different CPU´s to be selected for each class over time, but this never turned out to be a significant issue. As the earliest mid - range servers aged a year or two, they t ypicall ybecame low - end servers, for example.

OS Sele ction and Configuration

If hardware selection is troublesome, selecting and configuring an operating system can be even more so. Ever yengineer has a preferred operating s ystem, and even within a single OS, confi guration choices abound. This makes it ve r ydiffi cult to log on to a server desi gned byanother engineer and get meaningful work done quickl y.

An important realization is that an operating s ystem is not the end product: an operating s ystem exists in order to run an applicat ion platform of some sort . It ma y be mail, web, news, or something else entirel y, but as long as the operating system is capable of running the necessar yapplications, it should not matter whether Solaris,

FreeBSD, Linux, or anot her operating s ystem is chosen. An engineer´s preference for a given OS should be of relativel ylittle importance, as long as a standardized operating s ystem is sufficient to handle the requirements of all applications.

Once this conclusion is reached, it becomes relativel yeas yto desi gn a set of to ols that allows for the rapid installation of an operating s ystem.

One of the benefits, in hindsight, is that engineers building one - off servers t ypicall y take an unreasonabl ylarge amount of time to load and confi gure a s ystem . There is time spent to pe rform standard confi guration, tuning the s ystem for the nonstandard hardware platform being used, installation of drivers for that funn ynetwork card and

SCSIcard, installation of favored packaged software, securit yaudits and securing the system, etc. T he end result is frequentl yquite different from syst em to system ˘ even with the same engineer and the same hardware!

B yhaving a scripted installation system, even a junior engineer can be delegat ed the task of loading up the OS for a new server, and it will come out the same ever ytime.

Some issues to consider:

Separate disks for the base operating s ystem and an application package all ow either portion to be upgraded bysimpl yreplacing a disk, without interfering with the other portion. In fact, it becom es easier to upgrade operating s ystems b yrepl acing the OS disk than it is to upgrade it ^in - place~.

That decision allows the OS disk layout to be standardized and minimized ˘ no source distributions required, and a 9GB disk becomes m ore than suffi ci ent to handle an entire OS, plus swap and /var for almost an yapplication.

Since the OS is being used as an application - running platform, there is no need for application - specifi c files to be stored on the OS drive, aside from ver yminimal hooks from rc.d and cron.

Host - specific confi gurati on can be scripted separatel y, such that a cluster of machines mayhave OS drives dd´ed from an installed image, and a minimalist host configuration can be done per - m achine.

Common software packages (for example, top , in older FreeBSD rel eases) can be built in as part of the base OS install process.

A default kernel confi guration should also be created and made available, with broad application compatibilit y and liberall ytuned values. More specialized kernel configur ations can be specified as part of the appli cation install process, if needed.

Application Installation

To minimize the intermingling of OS and application, the use of a separate director y tree (for example, /www, /mail, /news) allows the application t o be placed on a separat e files ystem and hard disk. Causing applications to install in an alternate director yis generall ynot too difficult, although this too can and should be scripted, to avoid an yunusual vari ations in things like confi gure incantatio ns. At the same time, an application installation script should install minimal appropriate hooks into the operating s ystem in order to allow proper booting and maintenance.

In this area, some experience yields interesting ideas. Man yservers contai n la rge numbers of application fi les, and fsck ma ytake a l ong period of time. B yspecif ying

,noauto in fstab, the syst em fsck will onl ycheck the base OS files, and the system will continue booting. In part icular, networking will be brought up, and then the application rc.d script mayfsck the application filesystem(s) and then launch the application itself. The result is that users who are trying to connect to the server receive a ^Connection Refused~ m essage much m ore rapidl y, and m a yhave a chance to con nect to a different machine in a cluster envi ronment with round - robi n DNS.

This method has worked well, and our startup script specifies ^fsck ˘ y|| fsck ˘ y~, because it is more useful to have the machine up and running with some possibl y missing applicat ion files than it is to have it unreachable via the net.

Security

ManyOS installs fail to be secure in numerous ways. Scripting allows for the deployment of a consistentl ysecure base OS, assuming the installation scri pts put sufficient effort into t he matter.

As administrators, most of us have deplo yed servers without an onboard firewall, or without auditing SUID/SGID files on the OS platform. It is eas yto overlook, and when in a rush, almost al wa ys forgotten. B ybuilding these into the OS load p rocess, the creation of a more secure application platform is guaranteed.

Because our OS load is standardized, the location of all SUID/SGID files can be easil ycoded into a script that removes generall yuseless bits. After all, even on a

SMTP server, as long as you don´t have shell users, even Sendmail does not need to have a SUID bit on it ˘ it is started as root to begi n with. Certainl ythere is little use for UUCP on most servers.

Additionall y, running a server in BSD securelevel = 3 and setting all binari es and important configuration files with the ^schg~ flag adds an additional la yer of difficult y for an ywould - be cracker. The downside that it makes it more difficult for the administrator to change system files does exist, but experience suggests that if a significant securit yhole exists, it maybe easier to simpl yreload and distribute a secured version of the OS.

Creating a packet firewal l for each server can also be a tedious task, and therefore one manyadministrators skip. However, the cre ation of a basic templat e firewall, using shell variables for interface addresses and ports to allow, is not particularl ydifficult.

Our local version has grown exceedingl ydetailed, capable of automaticall ydetecting the network configuration of the serv er, generating appropriate rules, and allowing a trivial amount of confi guration data at the top to control the generation of hundreds of rules.

Installing applications in a minimalist chrooted or jailed environment helps to provide the application with a dditional securit yas well.

Maintenance

The maintenance of s ystems built through scripted installs can be accomplished in a number of wa ys.

Upgrading software is not difficult. Thanks to the standardized ^AP I~ between the base OS and the applicatio n platform, simpl yinstalling a new OS or new application disk is among the easiest wa ys, requiring ver yminimal downtime. However, an y large number of machines is best managed via seri al console, and this allows for remote maintenance through the distrib ution of changes that can be applied in single - user mode. Sites that do not run with securemode enabled can, of course, si mpl y update running s ystem files.

Repairing defective hardware ceases to be an exercise in trying to locate the bad module in betwee n crashes. A wholesale chassis swap allows the existing OS and application to be transferred to a new computing platform, and the old unit can then undergo a ver ythorough hardware debugging process.

Hardware upgrades are j ust as eas y. To move up to a f aster, larger server i s merel ya matter of moving the existing OS and application disks to a new chassis. The old chassis becomes immedi atel yavailable for some new application or use.

Conclusion

Anysite maintaining more than a handful of servers may be able to derive some additional efficienc yb yconsidering reusable s ystem engineering techniques. A well - planned scheme will allow for easier deplo yment and faster m aintenance, while reducing the long - term engineering resources required.