A Learning Content-based SPAM Filter

Tim Hemel

<tim@n2it.net>

1 Introduction

Unsolicited Commercial E-mail (UCE, nicknamed “SPAM”) is a phenomenon that has been known for a number of years now, and yet it is still a nuisance. In fact, some people predict that the amount of UCE will increase tremendously in the coming years. Despite the enforcement of a ‘netiquette’ and education of Internet users, there are still people that abuse facilities for sending UCE.

Although the best way to solve this problem is to prevent the abuse of e-mail facilities, this is not always possible or practical. The reasons for this can vary: the MTA (Mail Transfer Agent, i.e. the mail server) may have a security hole that can be exploited, or the system administrator may not have enough resources or expertise to configure the MTA in a secure way.

Because of this, a lot of users resort to e-mail filtering. This does not prevent the spammer from abusing e-mail facilities, but at least the unsolicited message does not waste the receiver’s time.

In practice, these filters are not very practical, because they require knowledge of e-mail message headers, or require a lot of maintenance effort from the user. Most spammers deliberately forge e-mail message headers to confuse filters. The casual Internet user does not know about RFC822 headers, and would not want to update the filter every other week (neither would an expert Internet user, unless he or she is writing a spam filter).

This paper will research a filtering method that tries to solve both of these problems.

The first problem could be tackled by looking at the body of the message instead of the header of the message, since it often immediately clear from the message body if a mail should be read or not. Understanding (forged) headers is a lot more complicated.

Letting the computer learn the filter parameters, could solve the second problem. It also allows for more sophisticated rules that are otherwise difficult to create.

An implementation of this method will be described and its performance will be analyzed.

2 Content Filtering

Filtering based on the body of an e-mail message rather than the header will be called content filtering here, even though technically the name may not be correct.

Among purists, content filtering is often frowned upon, because from the body of an e-mail message one cannot see if a mail was solicited or not. Apart from the question if you can see this from any other part of the message, it does indicate what the e-mail message is about and whether I want to read it or not. The question here is whether you want to throw away all annoying e-mail messages or just the unsolicited ones.

Some people would even go as far as saying that content filtering is a form of censorship. This argument only applies when the filter is installed against the user’s will. But that is also the case for any other filtering method.

Enough politics for now. Let’s have a look at what such a content filter would look like. It is of course possible to combine a content filter with other filters. However, it would be interesting to see how well a content filter would perform on its own. It can then be compared with other filtering methods.

For a human, it is easy to see if an e-mail message is commercial or not, by looking at the body. The layout of a message already tells a lot: lots of capitalized words, exclamation marks, dollar signs, fill-in forms, telephone numbers, decorative patterns, etc. Also the words that are used in such a message tell you a lot.

It is interesting to see if we can make filtering rules based on these characteristic features. Words and layout features in isolation are not sufficient; we have to look at a combination of certain features before we can make a rule that would work. The problem with this is that there are so many features that the rules would be very large and complicated. Not exactly something that a human would like to do.

3 A Learning Filter

Once the computer knows at what features it should look, it can try to find out the magic combination of features to base the filter on. In other words, the machine can learn the filtering rules.

As said, the main reason for a learning filter is that updating the filter is an almost automatic process. The resulting filter is highly personal, and therefore should be more successful than an out of the box filter with fixed rules. The filtering code can safely be published without giving away any secrets, similar to a crypto algorithm with a separate key.

3.1 Memory Based Learning

There are several methods to implement this machine learning. A method that has proven to be successful in Natural Language Processing (NLP) applications is memory based learning (MBL) [TiMBL].

MBL works by storing the set of training data in memory and classifying each element of test data by comparing it with the k nearest elements (the “k-nearest neighbourhood”) in the training set. By looking at the neighbourhood, the classifier decides to which class the test element belongs.

3.2 Comparing Vectors

The training data and the test data are given in the form of vectors. To calculate the nearest neighbourhood, MBL determines the distance between all training vectors and the test vector. In this particular application we will use numeric vectors only, and the distance metric that is used in this case is the Hamming distance:

Δ(x, y) = N∑ i=1 | | | | x_i − y_i max_i − min_i | | | | (1)

In the spam filtering application, we would have two classes: spam and nospam. Every element in a vector would represent a feature (such as the number of capitalized words, or the number of times that the word “adult” occurs).

Often MBL makes use of weight factors for each element of the vectors, because some elements contribute more information to make a correct decision than others. These weights indicate the relevance of a certain feature.

In this application, a simple method to calculate the relevance of a feature is:

w = | | | | s − n s + n | | | | (2)

where s is the number of times the feature occurs in spams, and n is the number of times it occurs in non-spams.

A more sophisticated method is information gain, where the actual information of a feature is determined:

w = I( s s + n , n s + n ) − v∑ i=1 s_i + n_i s + n I( s_i s_i + n_i , n_i s_i + n_i

) (3)

where s_i and n_i is the number of times that value i occurs in spam or non-spam and v is the number of values (or values ranges) that occur for this feature. This formula looks at the distribution of the values for a certain feature. If the distribution is different for both categories, the information gain will be higher. This similarity is expressed with I(p, q), which is the information content (entropy):

I(p, q) = −p log_2(p) − q log_2(q)

3.3 Classifying from the Nearest Neighbourhood

When all training vectors are compared to the test vector, the vectors at the k closest distances are used to determine the class of the test vector.

This is done by a voting process. The simplest method is simply counting the neighbours in each class, and taking the class that occurs most often in the neighbourhood. We call this equal weighting.

However, closer neighbours should influence the decision more than distant neighbours. We can therefore assign a weight to each neighbour, inversely proportional to its distance:

nw = 1 d (4) where d is the distance. This is called inverse distance weighting.

Inverse distance weighting does not take into account the “area” of the neighbourhood: if the neighbours’ distances are spread out over a big range, only the closest neighbours have influence. To allow scaling over the neighbourhood’s area, we can use a method called inverse linear weighting:

nw = {_{dmax −d} d_{max} −d_{min} if dmax ≠ dmin 1 if d_{max} ≠ d_{min} (5)

Here, d_{max} is the biggest distance, and d_{min} the smallest. All the distances in between are scaled linearly between 0 and 1.

A nice result of the voting process is that one can see how biased the neighbourhood is toward a certain category. The spam filter can decide to accept a classification using the category bias as a certainty factor.

3.4 Applying MBL to Mail Filtering

When applying MBL to mail filtering, instead of using explicit filtering rules we use a classification algorithm based on similarity to a training set. By extending the training set, we can update the filter. The only part that requires some knowledge of the e-mail body’s content is the process that transforms an e-mail message to a vector. When the right features are extracted and stored in a vector, the MBL algorithm should work quite well.

A lot of parameters can be tuned, both on the feature detection side and the MBL algorithm. In the experiments we will try to find out what the influence of certain parameters is.

4 Implementation

When the filter is in use, it will consist of two main components: a tool that can create a training set from a set of e-mails, and a tool that can classify an individual e-mail message.

The first tool will analyze two mailboxes, one for spam, and one for non-spam, and will create a list of all “relevant” words. This program is called the indexer (see figure 1). Of course the MBL algorithm will determine what is really relevant, but a lot of what the indexer sees as words are just polluting the training set. Based on the number of occurrences of a word, and the ratio between the occurrences in the spam set and the non-spam set, we can filter out quite a few words already.

Figure 1: Creating the training set

Using the resulting word list as a base, another program, called the extractor, will create a vector for each e-mail message and store it in a training set. Since most of the vector elements will be zero, the vectors are stored in a sparse format, to save space. The extractor will not only list word features in the vectors, but also layout features. This is done by matching the e-mail message against a set of regular expressions, one for each layout feature. The number of matches is then stored in the vector. For example, the layout feature for seeing if a checkbox in an order form is present looks like this:

(^|\s)[<\[(]\s*[)\]>](\s|$)

The classification program makes use of the same extractor tool and the same word list to transform an e-mail message into a vector that can be classified (see figure 2).

The classifier component has stored all the training vectors in memory and classifies the vector of the e-mail message. The result is a spam/nospam classification, and if we want, a category bias.

Figure 2: The classification process

Because the training set’s vectors are just numbers, one cannot derive the filtering rules without having the number to feature mapping (e.g. the words file). Since filter rules can contain personal information, this is a good thing. We can run the filter on a mail server without having to worry about people on that machine seeing our filter rules.

Most of the code has been written in Python, except the classifier routines, which were written in C++ for speed, and glued to the rest using the SWIG program.

5 Test Results

To test the filtering method, two mailboxes were created, one containing spam, the other containing non-spam. It is important to have a clean test set, and since a significant part of spam e-mails came from other people, it was quite a lot of work to clean both mailboxes. Still, some pollution could not be avoided.

In total, the collection contained 3068 spam e-mails and 6382 non-spam emails. This is quite a huge collection of messages, and most people will not have such a big collection.

This collection was transformed into a set of vectors, which was divided into ten random groups. Each group was classified using the other nine as a training set.

Two experiments were performed, which differed in vector size. The first set was created by taking all words that occurred more than five times and of which the occurrence in one category was more than 125% of the occurence in the other category. This resulted in vectors of 16675 word features. The other set was created in a similar way, but the difference was that words could occur more than twice instead of five times. This lead to 27245 word features. There were 38 layout features.

5.1 A Plain Run

As a first impression, let us look at the results of the first test that was run, shown in table 1. The neighbourhood size was 10, the vector distances were calculated using information gain (formula 3), and inverse linear weighting (formula 5) was used to vote in the neighbourhood.

We can see that the filter classifies correctly between 80 and 90 percent of the time. We also see that the filter is very good at throwing away spam e-mails, less than 10 percent of the spams are let through. But unfortunately it is doing this a little bit too well, since 15 to 20 percent of the normal e-mails is thrown away. This is not good, since non-spam mail is more valuable than spam mail, and cannot just be thrown away^1.

There was not much difference in the results from the second test (with over 27,000 word features), except that it took a little longer to run.

In the rest of this section, we will study the effect of certain parameters on these results. Also we will see what effect a different preparation has on the results.

1It is a good idea to never throw away any mail automatically with a filter

spam non-spam batch right wrong score wrong total % wrong total % 0 835 110 88.36 12 314 3.82 98 631 15.53 1 805 140 85.19 20 300 6.67 120 645 18.60 2 800 145 84.66 13 315 4.13 132 630 20.95 3 807 138 85.40 8 300 2.67 130 645 20.16 4 782 163 82.75 23 307 7.49 140 638 21.94 5 811 134 85.82 17 308 5.52 117 637 18.37 6 802 143 84.87 21 303 6.93 122 642 19.00 7 826 119 87.41 27 321 8.41 92 624 14.74 8 819 126 86.67 17 295 5.76 109 650 16.77 9 830 115 87.83 16 305 5.25 99 640 15.47 Average: 85.89 5.66 18.15

Table 1: A plain run

5.2 Category Bias

A nice feature of voting in a neighbourhood is that we can see how biased the classification is. We can then use this bias to measure how certain the classification was, provided that the bias is a useful unit to measure certainty. The bias is calculated as follows:

bias = spamvotes − nospamvotes spamvotes + nospamvotes (6) The result is a number ranging from -1 (non-spam) to +1 (spam).

For the above plain run two plots were made, one that plots the correctness of a classification as a function of the bias, and another one that plots the class (spam or nospam) as a function of the bias. These plots are shown in figure 3 and figure 4.

We can see from figure 3 that the category bias is quite a good measure for certainty: the majority of the correct guesses occurs at a bias around -1 or +1. The majority of the wrong guesses occurs around a bias of 0. Do not be misled by the scaling of the graph; there are many more correct guesses than wrong guesses, but the plot may suggest that there are a lot of wrong guesses. There is a small peak around a bias of 0.75, indicating that a few percent of the normal mails where classified with a fairly high bias toward spam.

A quick look at those mails showed a few problem categories:

• A lot of mails contained the text “This is a multi-part message in MIME format.” Multipart messages are processed correctly, but mails in both HTML and normal form may cause unnecessary high feature counts.

Figure 3: correctness of guess per bias

• A short mail can be a problem, because its vector is more likely similar to the null vector than to another mail. In this case, the closest neighbour will be another vector that is close to the null vector.

• Mails that quote mail headers trigger the layout features and may cause it to be similar to spam.

• Something similar holds for mails with a lot of URLs or phone numbers in it.

• There was one mail about spam filters :-)

• Business newsletters, joke mails sometimes use the same words or layout as spam mails.

• There were some forwarded spam mails (“hey, look at this spam I got”), with a bias of 0.99.

Most of these problems can probably be corrected by adapting the extraction method, or changing the regular expressions of layout features. Forwarded spam mails can be let through by combining the filter with other filtering methods, such as a “friends list”.

Figure 4 shows us something similar, but there is an interesting peak in the middle for both spam mails and non-spam mails. This means that there is a

Figure 4: (original) class per bias

group of mails that cannot be classified well with the voting algorithm. Our goal is to eliminate this peak by tuning the other parameters.

This peak could be caused by some HTML-only mails of which the layout feature extraction failed. The HTML parser that is used in the extractor could be modified to extract layout features such as bold or colored letters. Since most of these HTML mails are simply HTML translations of normal text, there is usually a one-to-one correspondence between layout features in HTML mail and normal text mail. Another explanation could be that some spam e-mails just look too much like normal e-mails.

When we filter the results with the category bias as a certainty, we get the results that are shown in table 2. It is clear that filtering on a bias that is too high does more damage than good.

The difference with the second vector set were very subtle, but the first vector set had a slightly better performance.

5.3 Neighbourhood Size

For both vector sets, different neighbourhood sizes were tried. The bias plots from both vector sets show that the bias measure becomes more meaningful bias correct wrong wrong threshold guesses (%) spams (%) non-spams (%) 0.0 85.89 5.66 18.15 0.1 87.35 9.60 14.02 0.2 88.93 15.90 8.69 0.3 90.11 22.48 3.88 0.4 90.55 25.10 1.93 0.5 90.24 26.75 1.58 0.6 89.62 29.08 1.40 0.7 89.15 30.90 1.21 0.8 88.60 34.13 0.47 0.9 87.79 37.44 0.08

Table 2: Filtering on category bias

when the neighbourhood grows. This is not necessarily a good thing, because it may simply be an indication that there were more wrong guesses.

Neighbourhoods of size 1,5,10,15,20 and 25 were tried. We will only look at the sizes 5, 10 and 15, because they are the most interesting. As we can see in table 3, smaller neighbourhood sizes give a slightly better score, but the effect of bias filtering is less noticeable (as was already observed in the previous paragraph). Again, there was not much difference between the results of the two vector sets, but the bigger vectors were not better.

bias correct wrong wrong threshold guesses (%) spams (%) non-spams (%) size 5

0.0 87.46 8.73 14.36 0.6 91.95 18.58 2.97 size 10

0.0 85.89 5.66 18.15 0.6 89.62 29.08 1.40 size 15

0.0 84.99 1.74 21.36 0.6 87.66 35.74 1.08

Table 3: Different neighbourhood sizes

5.4 Relevance and Infogain

The default distance calculation made use of information gain. Since computing this can be quite a calculation, we are interested how much advantage this method gives us.

Here we are in for a surprise. As we can see from table 4, the difficult infogain method (formula 3) is outperformed by the simpler relevance metric (formula 2) or no infogain at all! Further experiments need to be performed to see if it is because of the large vectors that infogain is not very useful. The simple relevance metric is giving the best results.

bias correct wrong wrong threshold guesses (%) spams (%) non-spams (%) no infogain

0.0 86.54 4.19 17.90 0.6 90.22 26.82 1.58 infogain

0.0 85.89 5.66 18.15 0.6 89.62 29.08 1.40 simple relevance

0.0 87.48 4.87 16.17 0.6 91.15 24.28 1.43

Table 4: Infogain and relevance

Also here, the smaller vector set performed a few percent better than the larger set.

5.5 Weighting Method

The advantage of inverse linear weighting (formula 5) can also be a disadvantage: in sparse areas of the vector space, a vector can have neighbours at a very big distance that may belong to another class. In that case, inverse distance weighting (formula 4) would be more appropriate. Both weighting methods were tested, once in combination with information gain and another time in combination with the simple relevance metric.

The results for both weighting methods were exactly the same, contrary to what one would expect. The reason for this could not be determined. One would expect that the relatively small neighbourhood could be of influence as well as the large vectors. Further research will have to give more clarity on these issues.

5.6 Combinations

The different neighbourhood sizes were also tried in combination with the simple relevance metric instead of infogain.

The results are shown in table 5. A neighbourhood size of five in combination with the simple relevance metric gives the best results so far.

bias correct wrong wrong threshold guesses (%) spams (%) non-spams (%) Infogain, neighbourhood size 5

0.0 87.46 8.73 14.36 0.6 91.95 18.58 2.97 0.8 90.33 25.74 1.94 0.9 90.03 28.55 1.02 Simple relevance, neighbourhood size 5

0.0 88.41 7.45 13.56 0.6 91.16 13.61 6.51 0.8 92.68 18.08 2.14 0.9 92.07 21.83 1.22 Simple relevance, neighbourhood size 10

0.0 87.48 4.87 16.17 0.6 91.15 24.28 1.43 0.8 89.64 30.82 0.52 0.9 88.42 35.38 0.13 Simple relevance, neighbourhood size 15

0.0 86.67 2.46 18.54 0.4 90.62 26.06 1.36 0.6 89.31 30.74 1.05 0.8 87.66 37.33 0.31 0.9 86.30 42.13 0.03

Table 5: Combined parameters

6 Smaller Vectors

Since in all the experiments the smaller vector set performed slightly better than the larger vector set, a few more experiments were performed on a much smaller vector set. In this set, words had to occur more than 10 times, and occur more than 200% in one set relative to the other set. This resulted in 10272 words, which is still big, but very small compared to the other vector sets.

The results are shown in table 6. We can see that this vector set performed better than the bigger vector sets. The same observations about the parameters that were made earlier seem to apply to this smaller set, too.

7 Conclusions and Future Work

The content filter produces acceptable results, but probably not much better than a good header filter or blacklist.

bias correct wrong wrong threshold guesses (%) spams (%) non-spams (%) Infogain, neighbourhood size 10

0.0: 88.94 8.18 12.41 0.6: 91.09 24.53 1.42 0.7: 90.60 26.61 1.16 Simple relevance, neighbourhood size 10

0.0: 89.30 6.19 12.88 0.6: 91.75 22.37 1.45 0.7: 91.05 24.97 1.23 Infogain, neighbourhood size 5

0.0: 90.14 10.43 9.59 0.6: 92.22 19.62 2.13 0.8: 91.20 23.95 1.56 0.9: 90.43 27.89 0.83 Simple relevance, neighbourhood size 5

0.0: 90.44 8.74 9.94 0.8: 92.08 21.93 1.17 0.9: 90.70 27.16 0.71

Table 6: Experiments on smaller vectors

More experiments are still needed to find the optimal parameters. The performed experiments give a good indication of the effect of the parameters. However, this effect has only been studied for large vectors. For smaller vectors, the results may be completely different.

The best results were achieved by using the simple relevance metric, a neighbourhood size of five, and a bias filter around 0.9.

The test vectors were created with the motto “bigger is better”. The infogain or relevance metric would determine which elements are important, and which ones are not. However, the extra elements may introduce noise, leading to less precise distance calculations. The extra experiments with smaller vectors show that bigger is not always better. More experiments would be needed to see how much more the filter can be improved by making smaller vectors.

Furthermore, other collections of e-mail messages should be subject to the tests, because if the filter works for me, it does not necessarily mean that it will work for e.g. the head of the marketing department of Hormel Foods^2. It may very well be that the extraction algorithm needs to be modified, especially with respect to the layout features.

An interesting extension of the content filter would be the ability to extract features from the header as well, such as the presence of an X-Advertisement

2The makers of SPAM® luncheon meat

field or the absence of an X-Mailer field. As long as such a feature can be translated into a meaningful number, the filter can learn this feature.

When the filter works well enough, it needs to be implemented in a form that can easily be used by e-mail users. There are several possibilities to do this. One can for example choose to implement the filter in the MUA (mail client) or in the MTA (mail server). When choosing the latter option, the user’s privacy and freedom to receive anything should not be endangered.

Of course the applications of a content filter are not limited to filtering e-mail or spam in particular. The same method could be used to “clean up” newsgroups or bulletin boards or remove “off-topic” messages.

Filtering does not take away the cause of the problem: the fact that people abuse the Internet’s e-mail infrastructure. A filter can assist spam fighters in updating blacklists.

References

[TiMBL] Walter Daelemans, Jakub Zavrel, Ko van der Sloot, and Antal van den Bosch (2001). TiMBL: Tilburg Memory Based Learner, version 4.0, Reference Guide. ILK Technical Report 01-04, Available from

http://ilk.kub.nl/downloads/pub/papers/ilk0104.ps.gz